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A method and apparatus for exchanging digital content
between a scanning appliance and a mobile device are dis-
closed. In one embodiment, the method comprises: transter-
ring digital content via a network to a remotely accessible
data storage server, the digital content being generated from a
document; receiving, in response to user input via a first
graphical user interface, a phone number; sending a first text
message to a first device after validating the phone number,
the first text message including a code; receiving, in response
to user input via a second graphical user interface, the code
being input by a user; sending a second text message to the
first device, the second text message including an address of
the digital content in the network; monitoring whether the
digital content has been accessed; receiving a request for the
digital content from the first device, the request including the
address retrieved from the second text message; and sending,
in response to the request, the digital content and an indica-
tion of a type of the digital content to the first device, the type
information for use by a browser in determining software on
the first device capable of rendering the digital content on a
display of the first device.

16 Claims, 8 Drawing Sheets

20: Transfer content to 21: Store content and
Storage Server generate URL to content

25: Monitor URL
content access and
report to user

<

26 Finish, and delete
content if accessed.

22: Validate User
phone number

24: Content
<:Il accessed?

23: Generate message
with URL and send

Y



US 8,973,119 B2

Page 2
(51) Int.CL 2007/0250767 A1* 10/2007 Wisniewski .................. 715/513
HO4W 12/12 (2009.01) 2008/0076459 Al*  3/2008 Shaju ... 455/466
H04W 4/]8 (2009 01) 2008/0209034 Al* 8/2008 Shinetal. ... 709/224
' 2009/0106138 A1*  4/2000 Smith etal. ...cc.......o..... 705/35
. 2009/0108057 Al*  4/2009 Muetal. ... .. 235/375
(56) References Cited 2010/0293189 Al* 11/2010 Hammad .. .. 707/769
2010/0327054 A1* 12/2010 Hammad .. .. 235/375
U.S. PATENT DOCUMENTS 2011/0055336 Al* 3/2011 Parketal. . .. 709/206
2011/0184866 Al* 7/2011 Shakkarwar ................... 705/44
3k

g’}gé’ggg gé* jggﬁ g‘na“nak“hava """"""" 42%2 2011/0190009 A1* 82011 Gerber etal. . 455/456.3
578160 Ba* 1172013 Apfliri'é{éii """ T13/168 2012/0010992 Al*  1/2012 Gillin ........ 705/14.49
8620.815 BI* 12/2013 Wagner-Krankel etal. ... 705/50 ~ 2012/0278616 Al* 11/2012 Stevens . - 713/165
8621214 B2* 122013 Johnson et al. ............ 713/168 2013/0138956 AL* 52013 SWiSt ococveevccricre 713/168
8,629,911 B2* 1/2014 Changetal. . . 348/211.6 2013/0173754 Al* 7/2013 vanOsetal. ............ 709/219
8655315 B2* 2/2014 Huangetal. . 455411 2013/0191466 A1*  7/2013 Perlow et al. . 709/206
8,705447 B2*  4/2014 ChOi ..ovvvoevceverscroe 370/328 2013/0305328 A1* 11/2013 Leung ..ooooooooorivecrevenrrirs 726/6
2003/0163429 A1* 82003 Humbeutel et al. .......... 705/51 2014/0040045 A1*  2/2014 Webbetal. ............... 705/14.67

2006/0083187 A1*  4/2006 Dekel ............. 370/310

2007/0203850 Al* 82007 Singhetal. ... 705/67

* cited by examiner



U.S. Patent Mar. 3, 2015 Sheet 1 of 8 US 8,973,119 B2

S 2

/
Acquisition

I]l] Device (e.g., Flatbed
‘ Scanner)
\/
4
\’<<

L l

9 &
Q__ )
L D00
000 U0
oco 00
KIOSK )/

Internet
Cloud

Cell SSD

Network(s)

Figure 1



U.S. Patent

Mar. 3, 2015 Sheet 2 of 8

11
)
(123) 456 7890 |
g ———N
123
4/5]6
71819
*[0
SRS erTa
N _J
K KIOSK /
1
Figure 2A %
14
N
7BQV3 |
12345678920
QWERTYUTIOP
ASDFGHJKL
ZXCVBNM
\. J
\_ KIOSK J
15

Figure 2B

US 8,973,119 B2

uu@% f

A\Y

Please enter
7BQV3
on kiosk

Document:
http: SX
valid 24 hrs,




U.S. Patent Mar. 3, 2015 Sheet 3 of 8 US 8,973,119 B2

17

X :

Transfer Documents to Windows Phone

-/

A text message was send to (123) 456 7890
with a link to your documents.

The link will be valid for the next 24 Hours.

Waiting for document retrieval from Cloud Automatic exit in: 1:32
)

\ KIOSK /

Depending on your carrier's data plan, you may incur charges.

r
-

Figure 3



U.S. Patent Mar. 3, 2015 Sheet 4 of 8 US 8,973,119 B2

18: Start

<

19: Acquire Digital
content

\_/_

20: Transfer content to 21: Store content and

Storage Server generate URL to content

il g

22: Validate User ’\:__:> 23: Generate message

phone number with URL and send

g

25: Monitor URL
content access and
report to user

o ()

26: Finish, and delete
content if accessed.

24: Content
accessed?

Figure 4



U.S. Patent Mar. 3, 2015 Sheet 5 of 8 US 8,973,119 B2

(@

Main Static Mass PROCESSOR
Memory Memory Storage
Memory
28 29 30 31
[ 32: BUS ]
/\F ﬁ ﬁ II I\
Display Keyboard Cursor
Control
Device
34 35 36
‘vr ‘vr
External Hard
Network COI?Y
Interface Device
33 37

Figure 5



U.S. Patent Mar. 3, 2015 Sheet 6 of 8 US 8,973,119 B2

()

Capture

39

Transmission

40
>
e N
Display
41
. _/
" N
Network Communication
42
Y J

Figure 6



U.S. Patent

4

)

Mar. 3, 2015

Sheet 7 of 8

US 8,973,119 B2

Scan in:

44
Quality:

4

Save as:
%]

Capacity:

2 5 Pages
50 Mo

(3)() (3)
N

Please select the Scan Settings

Color Grayscale Black & White
Standard High Quality Photo

Picture Formats:

TIFF JPEG PNG
Pocument Formats:

PDF Searchable PDF Word

POF formats can optionally be encrypled. ] )

Select the type of password you like to use. Pin CodeJ [Password

W
scannx

Book ScanCenter 5022

48

N

Figure 7

J




U.S. Patent Mar. 3, 2015 Sheet 8 of 8 US 8,973,119 B2

53

TN N
SCAN scannx | Book ScanCenter
The Next Generation,

Eagy-to-Use, Seff-Service,
Book Scanning Solution

50 1 Document 1.1 Megabyte
SpeclniFumru“"
. mw‘_ ﬂm‘, v _ WA d o cordirtu g,
WA, QO. L u at! -
Delete o S naem et
& Phoschon nat oo ectit. Cnleges wcksissn o At
J vy oyl
- o Maccle wheliend 0 s ot b Sances posous
54 Omm?m,um 1o cenae,
[T Fposanlt waphier wsgraknes

bt bt comtoenl seper Eae e quamampus,  Fomon nec derre agt sisus. parhey consolett.
umm.muwwm Vistman nas TaES B eumand fyub tncidans

b heyin crpon, dhllewd or condisurim s, dywiades & 01 s, B crmoncrde ael sg
u&ummummd malts aget Cuafisie ont sobokinin. Prascan! lacas
5 i paturend Fliners socdees mocert i sawtts, ek Ui 2UcEr Wi, £08CHEK Wit
mm&runu-&u-d entl ot e supion \h wie oonirw weme 5t ol
View and Edit Scan

O 3 ooremcietit hm\lbc\dmuhue-umy-‘ o
nds. Paesoltys 242 oung hose. Sed pratm

partiol i, Praveliz empor (auit In vel ot 10 P

x capilh. Timm

'V e wuropt Fatco i et e o mlird Bcvs

i 0 S50k oot epaalad. Sed fermente (L5 9 P
Epice san, ¢ el Ui
mmmm Phaenfius okobond
etai v giincin vl " wmwmmwihma
CE:I | s | R et dider, ¥

Bact M (] sad 2o aliqeal 0omeadn,
oontt In Zoom2x || Fx o Page Frerpint Cinaapou: Phasslis wieibend sodioitudén nine, sokimod
i A » Kasil Masincles digniotis rub omar il Mol preden dobr s
trat aalh vedBuhn govida i ood dui Mo

.
. .
. o Wcodub BAS  rins e ages, Yeatvlen perm mi, pory s0d
. . ‘ yrigoaly
1@. Select Crop
Ruuh Leht | Rowme Rjghl / Q To Learnt More Piaasa Visit Lis Orkne wevscanen.oon

N N
ook ScanCanier 5022

@Back

J/

()

Figure 8



US 8,973,119 B2

1
SECURE METHOD TO EXCHANGE DIGITAL
CONTENT BETWEEN A SCANNING
APPLIANCE AND SMS-ENABLED DEVICE

PRIORITY

The present patent application claims priority to and incor-
porates by reference the corresponding provisional patent
application Ser. No. 61/742,731, titled, “Secure method to
exchange digital content between a scanning appliance and
SMS enabled smart device, like a smart phone or tablet,” filed
on Aug. 17, 2012.

FIELD OF INVENTION

Embodiments of the present invention relate to the field of
document capture and retrieval; more particularly, embodi-
ments of the present invention relate to secure exchange of
digital content that has been captured between two devices
without requiring a direct network connection.

BACKGROUND OF THE INVENTION

Document capture and retrieval are commonly used to
create digital content that may be stored and subsequently
accessed by users. The digital content can originate from a
camera or document scanning station or document scanner
attached to a computer, which convert documents and/or
images to digital content. Once the content has been created,
it may be transferred and stored in memory.

Many current state of the art document capture and
retrieval systems require an end user to enroll or subscribe to
aweb-based service by use of some sort of credentials. These
credentials are typically a username and password. To store or
upload digital content, the end user needs to login to the
service and transfer the content to the service. Thereafter, in
order to retrieve or otherwise access the content, the end user
needs to repeat the login process. Software in these systems or
other devices allows the end user to login and access the
digital content.

SUMMARY OF THE INVENTION

A method and apparatus for exchanging digital content
between a scanning appliance and a mobile device are dis-
closed. In one embodiment, the method comprises: transfer-
ring digital content via a network to a remotely accessible
data storage server, the digital content being generated from a
document; receiving, in response to user input via a first
graphical user interface, a phone number; sending a first text
message to a first device after validating the phone number,
the first text message including a code; receiving, in response
to user input via a second graphical user interface, the code
being input by a user; sending a second text message to the
first device, the second text message including an address of
the digital content in the network; monitoring whether the
digital content has been accessed; receiving a request for the
digital content from the first device, the request including the
address retrieved from the second text message; and sending,
in response to the request, the digital content and an indica-
tion of a type of the digital content to the first device, the type
information for use by a browser in determining software on
the first device capable of rendering the digital content on a
display of the first device.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will be understood more fully from
the detailed description given below and from the accompa-
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nying drawings of various embodiments of the invention,
which, however, should not be taken to limit the invention to
the specific embodiments, but are for explanation and under-
standing only.

FIG. 1 is a data flow diagram illustrating paper documents
being run through an acquisition device capable of converting
the paper documents into digital content representing the
same.

FIG. 2A illustrates one embodiment of a display device
having a user interface for the entry of a phone number and a
mobile device that displays a validation code.

FIG. 2B illustrates one embodiment of a display device for
entry of a validation code and a mobile device displaying a
text message with the URL.

FIG. 3 shows an example of a user interface after success-
ful completion of the phone number validation, where a sys-
tem is waiting for the user to access digital content.

FIG. 4 illustrates an interaction between a computing
device (e.g., a kiosk) and a data storage server.

FIG. 5is ablock diagram of one embodiment of a computer
system.

FIG. 6 illustrates a set of code (e.g., one or more programs)
and data that is stored in memory of one embodiment of a
computer system.

FIG. 7 is one embodiment of a user interface for selecting
scan settings.

FIG. 8 is one embodiment of a user interface for starting a
scan operation, including selecting one or more scan options.

DETAILED DESCRIPTION OF THE PRESENT
INVENTION

A method and apparatus for facilitating a secure transfer of
information from a device (e.g., an acquisition device, such as
a large size scanner, camera, etc.) to another device, such as,
for example, a mobile smart device (e.g., an iPhone). In one
embodiment this occurs without requiring knowledge of
wireless connectivity opportunities like hotspots, nor with the
exchange of user credentials or a physical connection
between the devices. That is, embodiments of the present
invention remove any requirement that involves supplying
credentials, thereby greatly simplifying the process of digital
content exchanges.

In addition, the techniques described herein provide inher-
ent resiliency to ensure reliable data transfer (in those cases
where the wireless connectivity is less reliable) by supporting
time asynchronous transfers and providing persistent tempo-
rary storage of the data in transit.

In the following description, numerous details are set forth
to provide a more thorough explanation of the present inven-
tion. It will be apparent, however, to one skilled in the art, that
the present invention may be practiced without these specific
details. In other instances, well-known structures and devices
are shown in block diagram form, rather than in detail, in
order to avoid obscuring the present invention.

Some portions of the detailed descriptions which follow
are presented in terms of algorithms and symbolic represen-
tations of operations on data bits within a computer memory.
These algorithmic descriptions and representations are the
means used by those skilled in the data processing arts to most
effectively convey the substance of their work to others
skilled in the art. An algorithm is here, and generally, con-
ceived to be a self-consistent sequence of steps leading to a
desired result. The steps are those requiring physical manipu-
lations of physical quantities. Usually, though not necessarily,
these quantities take the form of electrical or magnetic signals
capable of being stored, transferred, combined, compared,
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and otherwise manipulated. It has proven convenient at times,
principally for reasons of common usage, to refer to these
signals as bits, values, elements, symbols, characters, terms,
numbers, or the like.

It should be borne in mind, however, that all of these and
similar terms are to be associated with the appropriate physi-
cal quantities and are merely convenient labels applied to
these quantities. Unless specifically stated otherwise as
apparent from the following discussion, it is appreciated that
throughout the description, discussions utilizing terms such
as “processing” or “computing” or “calculating” or “deter-
mining” or “displaying” or the like, refer to the action and
processes of a computer system, or similar electronic com-
puting device, that manipulates and transforms data repre-
sented as physical (electronic) quantities within the computer
system’s registers and memories into other data similarly
represented as physical quantities within the computer sys-
tem memories or registers or other such information storage,
transmission or display devices.

The present invention also relates to apparatus for perform-
ing the operations herein. This apparatus may be specially
constructed for the required purposes, or it may comprise a
general purpose computer selectively activated or reconfig-
ured by a computer program stored in the computer. Such a
computer program may be stored in a computer readable
storage medium, such as, but is not limited to, any type of disk
including floppy disks, optical disks, CD-ROMs, and mag-
netic-optical disks, read-only memories (ROMs), random
access memories (RAMs), EPROMs, EEPROMs, magnetic
or optical cards, or any type of media suitable for storing
electronic instructions, and each coupled to a computer sys-
tem bus.

The algorithms and displays presented herein are not inher-
ently related to any particular computer or other apparatus.
Various general purpose systems may be used with programs
in accordance with the teachings herein, or it may prove
convenient to construct more specialized apparatus to per-
form the required method steps. The required structure for a
variety of these systems will appear from the description
below. In addition, the present invention is not described with
reference to any particular programming language. It will be
appreciated that a variety of programming languages may be
used to implement the teachings of the invention as described
herein.

A machine-readable medium includes any mechanism for
storing or transmitting information in a form readable by a
machine (e.g., acomputer). For example, a machine-readable
medium includes read only memory (“ROM™); random
access memory (“RAM”); magnetic disk storage media; opti-
cal storage media; flash memory devices; etc.

Overview

FIG. 1 is a data flow diagram illustrating the use of an
acquisition device to convert documents (e.g., paper docu-
ments) into digital content representing the same. Subse-
quently, the digital content is transferred to a data storage
device via the internet, and made accessible to a second
device, via the universal resource locator (URL) address of
the digital content received through a text message (e.g.,
SMS) exchange. In one embodiment, the acquisition device is
part of a computer system and/or kiosk.

Referring to FIG. 1, original material 1 (e.g., paper docu-
ments, magazine articles, book pages) are run through an
acquisition device 2 (e.g., a flatbed scanner) capable of con-
verting the paper documents into digital content representing
the same. The digital content is transferred to a computing
device 3 (e.g., a kiosk, a desktop computer system, a fully
embedded computer system, etc.) from acquisition device 2
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and stored on its local storage media (e.g., a hard drive, a solid
storage drive, etc.). Once the entire digital content has been
received, computing device 3 transfers the digital content
through a network 5 (e.g., the internet, wide area network
(WAN), local area network (LAN), etc.) to a remotely acces-
sible data storage server 6.

During or after completion of the transfer of the digital
content to data storage server 6, the display device attached to
or part of computing system 3 renders a user interface 4,
prompting the user to enter the phone number of the device to
receive the digital content.

In one embodiment, once the phone number has been
entered, the computing system 3, through network 5, accesses
a gateway 7 equipped with a modem (e.g., GSM or CDMA
modem) to generate a text message that includes a randomly
generated 6 character code and to send the message to the
phone number previously entered by the user, through the
cellular or other telephone network 8. Note that in alternative
embodiments, the code may be of different lengths and need
not be randomly generated and/or is generated in another
fashion. Device 9 receives the text message and the user can
continue to complete a phone number verification process,
such as the one outlined in more detail below in the section
entitled ‘Phone number validation’. In one embodiment,
device 9 comprises a mobile device (e.g., smart device/phone,
mobile phone, tablet, etc.)

Note that in one embodiment, acquisition device 2 is
attached to computing device 3. It is not implied that these are
distinct and separate devices; they can be part of a single
intelligent scanning device or multiple function peripheral
(MFP) with a display device incorporated. Furthermore, in
one embodiment, server 6 and gateway 7 of FIG. 1 are distinct
single internet connected devices or a virtual device hosted
inside an internet connected cloud computing environment.

While FIG. 1 depicts examples of discrete paper docu-
ments, embodiments of the present invention are not limited
to these kinds of documents, and books magazines, newspa-
pers and the like are all part of the definition of ‘original
material’.

Phone Number Validation

FIG. 2A illustrates one embodiment of a display device
attached to a computing system 10 having rendered a user
interface 11 for the entry of a phone number. Once the user
completes the entry of their phone number, either through the
touchscreen attached to computing system 10, or an external
keyboard (or keypad) attached to computing system 10, and
select the ‘OK” button, computing system 10 generates and
internally stores a code. In one embodiment, the code is a
randomly generated sequence of characters. Through gate-
way 7 of FIG. 1, computing system 10 creates a text message
including the generated code and sends it to the provided
phone number. Shortly thereafter, mobile device 12 receives
text message 13 as shown in FIG. 2B.

In one embodiment, mobile device 12 comprises a smart
device, such as, for example, an iPhone, iPad, windows
Phone, and many Android Phones/Pads. Note that any mobile
device capable of performing the functions described herein
may be used.

Once the user has received the validation code on the
mobile device 12, they enter the code in the user interface 14.
User interface 14 may be displayed in the same display as user
interface 11. In one embodiment, user interfaces 11 and 14 are
both displayed on different portions of the same display or
over the same portions of the display.

Ifthe code validation entered matches the code previously
stored, the computing system 10 generates a new text mes-
sage 15, which includes a URL (Universal Resource Locator)
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of the digital content representing the original material (e.g.,
original material 1 from FIG. 1) and sends the URL to the
phone number previously entered as shown in FIG. 2B. Alter-
natively, memory location information other than a URL may
be used.

Additionally, some cellular service providers have func-
tionality, (e.g., computing resources) to determine if a text
message was successfully sent (i.e., valid mobile phone num-
ber) and/or received. In such cases, computing device 10
provides feedback to the end user through the attached dis-
play device indicating the send/receive status and allows the
re-entry of the phone number in case the text message could
not be delivered.

Accessing the Digital Content

Once the user receives text message 15 on mobile device
12, they can select the URL, which in turn launches a brows-
ing application on mobile device 12 to access the content
pointed to which the URL points. The wireless connection is
either made through a cellular data network or a direct wire-
less connection if a WiFi hotspot is in range, through the
network 5 from FIG. 1, to data storage server 6 of FIG. 1.

In one embodiment, data storage server 6 of FIG. 1,
through web server software running on it, returns a HTML
content stream, including the MIME type ofthe content in the
headers. Once the browsing application running on mobile
device 12 retrieves the MIME type from the headers, it can
launch another application or plugin capable of rendering the
digital content as well as storing the content on mobile device
12.

FIG. 3 shows an example of content 17 rendered on the
display device attached to a computing device, such as, for
example, computing device 16. While this screen is shown,
software running on computing device 16 periodically checks
with data storage server 6 of FIG. 1 to determine whether the
content has been accessed. If it is determined that the content
was accessed, the display device informs the users that the
digital content was successfully transferred and completes
the transaction.

In one embodiment, upon successful transfer, data storage
server 6 of FIG. 1 deletes the digital content and redirects the
URL used to access the content to a message (e.g., HTML
content) informing the user that the content has been deleted.
Ifthe transfer was unsuccessful, data storage server 6 of FIG.
1 retains the digital content for a defined period (e.g., 24
hours; a predetermined number of days; a predetermined
number of hours, etc.) before deleting the content.

FIG. 41s a data flow diagram depicting a process performed
by and the interaction between computing device 3 (e.g., a
kiosk), a mobile device, and data storage server 6 of FIG. 1 in
more detail. The operations are performed by processing
logic that may comprise hardware (circuitry, dedicated logic,
etc.), software (such as is run on a general purpose computer
system or a dedicated machine), or a combination of both.

Referring to FIG. 4, the process starts once a user initiates
the transfer software of their device (e.g., smart phone, PDA,
etc.) by touching the appropriate button on the touchscreen on
the computing device (e.g., kiosk) (or another button or input
mechanism on the device) (processing block 18). Next, the
desired original materials (e.g., magazine pages, book pages
or other paper documents, etc) are converted into digital form
to acquire digital content (processing block 19) and then the
digital representation is transferred to a storage server (pro-
cessing block 20).

Once the storage server has received the entire digital con-
tent, storage server returns URL of the content to the com-
puting device (processing block 21) and continues to monitor
whether or not the content was accessed (processing block
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24). Meanwhile, the computing device validates the user
phone number using a validation procedure, such as the one
outlined in FIG. 2 (processing block 22). Upon completion,
the computing device generates and sends a text message
containing the URL to the digital content (processing block
23).

After sending the text message, the computing device peri-
odically checks with the storage server to determine if the
content was accessed (processing block 25). Once the user
has accessed the content, the computing device completes the
transaction and returns to its idle state ready for the next user
(processing block 26).

It should be apparent from the descriptive above that the
data transfer is inherently resilient. If the entire content was
not transferred, the original data remains on the server and can
be retrieved at a later time. This is an important feature when
the wireless connectivity of a cellular or WiFi data network is
unreliable. In addition, after retrieving the content URL, the
user can choose not to download the entire content while at
the computing device and wait until the user is near a more
reliable network (e.g., a reliable WiFi network) to avoid data
charges and overruns.

Thus, in one embodiment, the method performed by, or
under control of, the computing system includes converting a
paper document into digital content, transferring the digital
content via a network to a remotely accessible data storage
server, validating an end user’s phone number and generating
and sending, via text message, a URL to the digital content in
the network, monitoring whether the digital content has been
accessed, receiving a request for the digital content from a
second device, the request including the address created from
data resulting from decoding the code, sending an HTML
content stream to the second device, including an indication
of'a type of the digital content, in response to the request, the
type information for use by a browser in determining an
application or plug-in capable of rending the digital content
on a display of the second device, sending a message to the
second device for displaying to a user an indication that the
digital content was transferred, and deleting the digital con-
tent from the remotely accessible data storage server.

Similarly, the method performed by the mobile device
comprises: receiving a first text message containing an access
code used to validate the end user’s phone number; receiving
a second text message containing an address (e.g., URL) of
digital content stored in a remotely accessible data storage
server coupled to a network after being converted from a
document (e.g., a paper document) and transferred to the
remotely accessible data storage server; extracting the
address of the digital content (e.g., URL) from the received
second text message; sending a request for the digital content
through the network using the extracted address; receiving
the digital content (e.g., an HTML content stream) from a
remotely accessible data storage server, including an indica-
tion of the a type of the digital content, in response to the
request; retrieving the type from headers in the content (e.g.,
an HTML content stream); launching an application or plug-
in capable of rendering the digital content; and rendering the
digital content on a display of the second device. In one
embodiment, the processor further includes monitoring
whether the digital content has been accessed; determining
the digital content was accessed; and receiving and displaying
amessage indicating the digital content was transferred and is
to be subsequently deleted from the remotely accessible data
storage server.

An Example of a Computer System

FIG. 51is ablock diagram of an exemplary computer system

that may perform one or more of the operations described
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herein. Referring to FIG. 5, computer system 27 may com-
prise an exemplary client or server computer system. Com-
puter system 27 comprises a communication mechanism or
bus 32 for communicating information, and a processor 31
coupled with bus 32 for processing information. Processor 31
includes a microprocessor, but is not limited to a micropro-
cessor, such as, for example, Pentium™, PowerPC™,
Alpha™, etc.

System 27 further comprises a random access memory
(RAM), or other dynamic storage device 28 (referred to as
main memory) coupled to bus 32 for storing information and
instructions to be executed by processor 31. Main memory 28
also may be used for storing temporary variables or other
intermediate information during execution of instructions by
processor 31.

Computer system 27 also comprises a read only memory
(ROM) and/or other static storage device 29 coupled to bus 32
for storing static information and instructions for processor
31, and a data storage device 30, such as a magnetic disk or
optical disk and its corresponding disk drive. Data storage
device 30 is coupled to bus 32 for storing information and
instructions.

Computer system 27 may further be coupled to a display
device 34, such as a cathode ray tube (CRT) or liquid crystal
display (LCD), coupled to bus 32 for displaying information
to a computer user. An alphanumeric input device 35, includ-
ing alphanumeric and other keys, may also be coupled to bus
32 for communicating information and command selections
to processor 31. An additional user input device is cursor
control 36, such as a mouse, trackball, trackpad, stylus, or
cursor direction keys, coupled to bus 32 for communicating
direction information and command selections to processor
31, and for controlling cursor movement on display 34.

Another device that may be coupled to bus 32 is hard copy
device 37, which may be used for marking information on a
medium such as paper, film, or similar types of media.
Another device that may be coupled to bus 32 is a wired/
wireless communication capability 33 to communication to a
phone or handheld palm device.

Note that any or all of the components of system 27 and
associated hardware may be used in the present invention.
However, it can be appreciated that other configurations of the
computer system may include some or all of the devices.

FIG. 6 illustrates a set of code (e.g., programs) and data that
is stored in memory of one embodiment of a computing
device, such as the computing device set forth in FIGS. 1 and
4. The computing device uses the code, in conjunction with a
processor, to implement the necessary operations (e.g., logic
operations) to implement the described herein.

Referring to FIG. 6, the memory 38 includes a capture
module 39 which when executed by a processor is responsible
for performing an image capture operation and creating digi-
tal content. The memory also stores a transmission module 40
which, when executed by a processor, is responsible for send-
ing the digital content from the computing device. The
memory also stores a display module 41 which, when
executed by a processor, is responsible for displaying the
code that the user can capture and decode to obtain their
content from a data storage server, as well as display a mes-
sage indicating the digital content has already been accessed.
Memory 38 also stores a network communication module 42
used for performing network communication and communi-
cation with the other devices (e.g., servers, clients, etc.) to
facilitate the transfer of the digital content and reception of
the message indicating that the digital content is ready for
access or has already been accessed.

An Example of a User Interface
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FIG. 7 is one embodiment of a user interface 43 for select-
ing scan settings. Referring to FIG. 7, the user interface
allows a user to select scan-in options 44 (e.g., color, gray-
scale, black & white), quality options 45 (e.g., standard, high
quality) and save options 46 (e.g., TIFF, JPEG, PNG), as well
as document formats (e.g., PDF, searchable PDF, Word). In
one embodiment, the user interface also allows a user to
encrypt PDF formats 47, including selecting the PIN code 48
or password).

FIG. 8 is one embodiment of a user interface 49 for starting
a scan operation, including selecting one or more scan
options. Referring to FIG. 8, the user interface allows a user to
perform a scan by selecting a SCAN button 50 on the inter-
face. In one embodiment, the user interface also allows the
user to perform view and edit scan options 51 that include one
or more of zoom in, zoom out, fit to page, select crop, rotate
left, and rotate right. Additionally, the successfully scanned
image is displayed 52, enabling the user to crop the image to
their preference. When multiple images have been scanned, a
thumbnail view 53 allows for quick access to that image. A
delete button 54 is provided to remove an image from the
document collection before transferring it to the mobile
device (e.g., smart device).

In one embodiment, the scan operation is able to recognize
that a document is not positioned correctly and automatically
corrects the position of the scanned version of the document
so that the user receives the content correctly positioned. For
example, if the document is scanned up-side-down, the scan
operation determines that the document is up-side-down and
after scanning in the document, causes the document to be
rotated and appear right-side-up.

Whereas many alterations and modifications of the present
invention will no doubt become apparent to a person of ordi-
nary skill in the art after having read the foregoing descrip-
tion, it is to be understood that any particular embodiment
shown and described by way of illustration is in no way
intended to be considered limiting. Therefore, references to
details of various embodiments are not intended to limit the
scope of the claims which in themselves recite only those
features regarded as essential to the invention.

We claim:

1. A method comprising:

transferring digital content via a network to a remotely

accessible data storage server, the digital content being
generated from a document captured at a document
scanning device;

receiving, in response to user input at a first graphical user

interface of the document scanning device, a phone
number;

sending a first text message to a mobile device after vali-

dating the phone number, the first text message includ-
ing a code;

receiving, in response to user input at a second graphical

user interface of the document scanning device, the code
being input by a user;

in response to receipt of the code, sending a second text

message to the mobile device, the second text message
including an address of the digital content in the net-
work;

monitoring whether the digital content has been accessed;

receiving a request for the digital content from the mobile

device, the request including the address retrieved from
the second text message;

sending, in response to the request, the digital content and

an indication of a type of the digital content to the mobile
device, the indication of the type of the digital content
for use by a browser in determining software on the
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mobile device capable of rendering the digital content on
a display of the mobile device; and

deleting the digital content from the remotely accessible
data storage server after the digital content has been sent
to the mobile device.

2. The method defined in claim 1 further comprising con-
verting the document into the digital content.

3. The method defined in claim 1 wherein the digital con-
tent comprises an HTML content stream.

4. The method defined in claim 1 wherein the software
comprises an application or a plug-in.

5. The method defined in claim 1 wherein the address
comprises a URL.

6. An article of manufacture having one or more non-
transitory computer readable storage media storing instruc-
tions thereon which, when executed by a system, cause the
system to perform a method comprising:

transferring digital content via a network to a remotely

accessible data storage server, the digital content being
generated from a document captured at a digital scan-
ning device;
receiving, in response to user input at a graphical user
interface of the digital scanning device, a phone number;

sending a first text message to a mobile device after vali-
dating the phone number, the first text message includ-
ing a code;

receiving, in response to user input at a second graphical

user interface of the digital scanning device, the code
being input by a user;

sending a second text message to the mobile device, the

second text message including an address of the digital
content in the network;

monitoring whether the digital content has been accessed;

receiving a request for the digital content from the mobile

device, the request including the address retrieved from
the second text message; and
sending, in response to the request, the digital content and
anindication of a type of the digital content to the mobile
device, the indication of the type of the digital content
for use by a browser in determining software on the
mobile device capable of rendering the digital content on
a display of the mobile device; and

deleting the digital content from the remotely accessible
data storage server after the digital content has been sent
to the mobile device.

7. The article of manufacture defined in claim 6 wherein the
method further comprises converting the document into the
digital content.
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8. The article of manufacture defined in claim 6 wherein the
digital content comprises an HTML content stream.
9. The article of manufacture defined in claim 6 wherein the
software comprises an application or a plug-in.
10. The article of manufacture defined in claim 6 wherein
the address comprises a URL.
11. The method define in claim 1, further comprising:
determining that a complete transfer of the digital content
to the mobile device has occurred; and
deleting the digital content from the remotely accessible
data storage server in response to the determination of
the complete transfer.
12. The method defined in claim 1, further comprising:
determining that an incomplete transfer or no transfer of
the digital content to the mobile device has occurred; and
deleting the digital content from the remotely accessible
data storage server after a predetermined amount of time
has elapsed.
13. The article of manufacture defined in claim 6, further
comprising:
determining that a complete transfer of the digital content
to the mobile device has occurred; and
deleting the digital content from the remotely accessible
data storage server in response to the determination of
the complete transfer.
14. The article of manufacture defined in claim 6, further
comprising:
determining that an incomplete transfer or no transfer of
the digital content to the mobile device has occurred; and

deleting the digital content from the remotely accessible
data storage server after a predetermined amount of time
has elapsed.

15. The method defined in claim 1, wherein the digital
scanning device comprises an acquisition device to capture
the document and generate the digital content, and a comput-
ing device coupled with the acquisition device to display the
graphical user interface and the second graphical user inter-
face on a display of the computing device.

16. The article of manufacture defined in claim 6, wherein
the digital scanning device comprises an acquisition device to
capture the document and generate the digital content, and a
computing device coupled with the acquisition device to dis-
play the graphical user interface and the second graphical user
interface on a display of the computing device.
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